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Introduction

Access is one of the most crucial aspects of any company’s security. An 
access policy regulates the flow of employees and visitors coming into your 
facility and a weak policy might lead to security breaches and the 
compromisation of your company’s intellectual property. 



The goal of this document is to guide you through access control’s 
components, use cases, and integrations so that you can come up with the 
ideal setup for your business. Hopefully, this gives you the tools to make the 
best decisions and clears up any doubts regarding hardware and the 
technology behind the scenes.

                                                               

                                                                     Enjoy the read, The Kisi Team
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What is access control?

Purpose



The purpose of access control is to grant entrance to a 
building or office to only those who are authorized to be 
there. The deadbolt lock, along with its matching brass key, 
was the gold standard of access control for many years; 
however, modern businesses want more. Yes, they want to 
control who passes through their doors, but they also want a 
way to monitor and manage access. Keys have now passed 
the baton to computer-based devices and systems that 
provide quick, convenient access to authorized persons while 
denying access to unauthorized ones.



Today, instead of keys, we carry access cards, ID badges or 
smartphones to gain entry to secured areas. Access control 
systems can also be used to restrict access to workstations, 
file rooms housing sensitive data, printers, and entry doors. In 
larger buildings, exterior door access is usually managed by a 
landlord or management agency, while interior office door 
access is controlled by the tenant company.



People new to access control may think that the system is 
made up of only the card and the card reader mounted on the 
wall next to the door. But there are a few more parts behind 
the scenes, all working together to make the magic that 
grants access to the right person happen. That’s what this 
guide is about. Reading it will give you a comprehensive 
understanding of how access control systems work and the 
language required to communicate with vendors.


Chapter one

Example of a regular key.

Kisi credentials.
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Components

Access control components



User facing



Access control systems aim to control who has access to a 
building, facility, or a “for authorized persons only” area. This 
is typically carried out by assigning employees, executives, 
freelancers, and vendors to different types of groups or 
access levels. Everyone may be able to use their access 
cards to enter the main door, but some may not be able to 
access areas containing secure or privileged information. For 
clarity, we divide the components into three groups: user-
facing components, admin-facing components, and 
infrastructure components. Let’s dive into the nuances of the 
three categories.



The most familiar parts of access control systems are the 
cards, ID badges, and, more recently, the smartphone apps 
that elicit an OK beep when presented at a card reader and 
unlock the door. These are also known as credentials since 
they hold the user's data that tells the reader to grant 
authorized access or not.



Access cards are typically proximity cards that, rather than 
being swiped or inserted like credit cards, are held two to six 
inches in front of the card reader. The same procedure is 
followed for phone apps. The benefit of using credentials is 
that they are personalized, so any unlock event can be traced 
back to the person associated with it.



There are so many possible credentials that it can become 
intimidating to choose the best one for your facility. In the 
table below, we have listed the most common access control 
credentials and defined their ideal use case.



Chapter two

Access via Apple watch.

Kisi works with turnstiles.
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Overview

Physical keys

Keypads

Keycards

Fobs

Web Unlock


In App Unlock

Tap To Unlock

MotionSense

Biometrics (face 
recognition, 
fingerprints)



Yes

No No No

No

NoYes

Yes

Yes

Yes

Yes

Yes

Yes Yes

Yes Yes

Yes Yes

Yes Yes

Yes Yes

Yes Yes

Yes

Yes

Credential Secure Convenient Scalable Use case

It’s unlikely to be a good solution for your 
business, but it’s something you can live with in 
certain scenarios.

Keypads are good solutions for sharing access 
with a small number of users, like in a residential 
setup.





While the level of security depends on the keycards 
and systems used, the main challenge is scalability, 
as assigning new credentials takes time and unlike 
phones, they are more prone to be shared.







Mobile unlocks made key fobs unnecessary. But 
in some environments it is still a good credential 
to provide users with.



Web unlocks are primarily designed for admins, so 
that they can unlock doors remotely. They can be 
leveraged by end users as well, for instance in the 
case of temporary visitors that don’t have a 
keycard or app.





Having the option to unlock from a phone is a 
perfect backup, and works even without a reader 
installed at the door.







One of the most convenient methods, as we all 
carry our phones on us anyway.







Mobile-based authentication combined with a 
motion trigger (usually moving the hand in front of 
the reader).









While relatively secure, biometric access presents 
several challenges, from privacy concerns to 
scalability limits.











Chapter two

No
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A word on biometric access control



A word on biometric access control If you are into security, 
you will have heard something about biometrics and its 
usage in access control in recent years. With biometrics, we 
mean the patterns in various body features (can be face, iris, 
fingerprints or voice recognition) that are used, in the context 
of access control, to unlock doors or to authorize access to 
determined areas. 



Biometrics is a very controversial topic as many still consider 
it as a very shady way to authenticate. The criticism is often 
around how the biometric data is stored. It is very difficult for 
a company to ensure that the data won’t be used for other 
purposes that are not access-related and, for this reason, 
many employees refuse to even use these solutions in the 
first place. 



Moreover, due to the nature of this technology, biometric 
authentication is hard to scale and doesn’t work with visitors 
or users requiring temporary access, so its use case can only 
be limited to low-traffic environments. 



With time, more biometric-related legislation will be created 
and these fears will gradually disappear. In the meantime, if 
you want to learn more about biometric access control, we 
have created a 

 

dedicated guide here.



Admin facing



The admin-facing side is the management dashboard or 
portal where the office administrator, head of security, or IT 
manager sets the parameters of persons allowed to access 
the premises and under which circumstances they can do so. 
This involves a management dashboard, often in the cloud, 
and a way to provision access such as a card programming 
device.



In more advanced systems, the manual operations aspect 
can be automated. For example, the provisioning (creating 
and deleting access) can be done automatically by 
connecting the access dashboard to the company directory 
of employees. When a new hire shows up in the system, new 
access is automatically positioned via an API or integrating 
database service like Google Apps, Microsoft Azure, SAML, 
or Okta.



»One of the main benefits of Kisi is the ability to directly 
manage member access from the cloud without having 
to be bothered with traditional access control issues—
like managing who has a keycard or fob—because that’s 
really annoying.«



»What we really love about it is the operational efficiency. 
We can manage access in real time and then grant or 
relinquish access instantly, if needed. For example, when 
a new member wants to set her office up on the 
weekend we can send her a Kisi link and she's ready to 
set up her mobile key.«






How does Kisi improve the admin’s 
life: The Yard case study

Go to case study How Kisi works

Biometrics control Chapter two
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Infrastructure



Access control locks



The infrastructure components are the ones that rely on your 
building infrastructure in order to function. The most obvious 
parts are locks, but there are other components, such as the 
controller, server, and cables.



Electronic locks are used to electrically unlock the door on 
which it's installed. They usually have a wire that powers 
them. Some locks will lock when they are supplied with 
power, while others unlock when supplied with power. The 
first ones are known as fail-safe locks and the second ones 
are known as fail-secure.



Choosing which to use depends on the area being secured. 
Entry doors call for fail-safe locks since they need to comply 
with building codes and fire regulations that require people to 
be able to exit at any time, even in the event of a power 
outage. IT rooms should be wired fail-secure because they 
need to remain locked at all times, even in the case of 
emergencies. Fail secure doors also need to be equipped 
with electrified push bars to allow people to exit quickly in 
case of a fire.



Access Control Panel (or Controller)

 

Also known as the access control field panel or intelligent 
controller, the access control panel is not visible to most 
people in a facility because it's installed in the IT room or the 
electrical, telephone, or communications closet. The reason 
for this precaution is because all the locks are wired to it. 
When a valid credential is presented at the door reader, the 
panel receives its request to unlock a specific relay, which is 
connected to the specific door wire.




 

Access control server



Low-Voltage Cables



Modern access control systems do not need a local server, as 
everythings is hosted on the cloud, providing not only an 
additional layer of security, but also lower costs and a simpler 
user experience. 



On legacy systems, where a locally-hosted access control 
server is used, there is typically a dedicated machine that 
runs the access software on it. Managing it requires the 
administrator to be on-site. Since having to contend with 
several local servers can become complicated for multi-
facility management, cloud-based solutions are gaining a lot 
of traction in this area.




Cables are a critical part of access control and can prove to 
be very expensive if installed improperly, so they should never 
be overlooked in planning an access control system. When 
building out space, it's important that all the cables are 
specified so that the general contractor knows what to do. If 
the cables are not planned for at this point, they will need to 
be added in later. This means someone will have to drill into, 
or lay cables on, all the newly-painted walls.




Why Access control? Chapter three
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Physical Security



Compliance



Let’s start with the most obvious advantage of access control, 
which is security. Installing an access control system 
prevents undesired people from entering your building, but 
not only that! It also makes sure that other interactions are 
perfectly regulated, such as visitors coming to your office or 
couriers delivering packages for your business. 



Having an access control system also means that you have 
control over all areas of your facility so you can  ensure that 
unauthorized people can’t access archives and server rooms 
(more to follow in the next paragraph about compliance).  



Compliance has been a big driver for companies to switch to 
access control in recent years. Many security managers, 
when facing breaches, can encounter trouble if they have not 
been complying with a series of certifications. Having a 
certified access control system like Kisi increases your 
credibility, makes you safer and better-protected against 
malware and hackers, and ultimately leads to increased 
revenue. Some examples of cases where compliance flows 
into the need for an access control system include

 Hospitals, doctors’ offices, and health insurance 
companies need to comply with HIPAA health data 
regulations

 Banks, insurance companies, and any business that 
accepts and processes credit cards are subject to PCI 
credit card data regulations

 SaaS providers, data centers, or any company hoping to 
maintain SOC2 cybersecurity standards.



Learn more about compliance and access control. 

Access control guide





Operations & Visitor Management



IP and Data Protection



Revenue



Some access control systems integrate with your directories, 
allowing for automated user provisioning and de-
provisioning. This means that on- and offboarding processes 
are automatically taken care of from an access management 
standpoint. This reduces maintenance and manual tasks for 
your admins and also decreases the chances of human error.



As we mentioned earlier, access control also streamlines 
your visitor management procedures by ensuring that no 
visitor has access to your facility without being previously 
authorized by an admin. Learn more about access control 
and 

Businesses that deal with privileged data and intellectual 
property, such as software developers, law firms, 
entrepreneurs, and pharmaceutical companies, need to not 
only control who comes into their facilities but also which 
areas these individuals are allowed to access and when. 
Modern access systems not only allow granular permissions 
based on group memberships, but they also provide insights 
and analytics, which are often required for both business and 
compliance reasons.



Driving revenue is not something that is often associated with 
access control and, in general, with security systems. 
However, evidence has shown us that our solution is an 
efficient driver of revenue in multiple use cases. Having an 
access control system like Kisi, for example, can help you to 
transform your business into a 24/7/365 facility. The efficient 
security level, combined with privileged access for people 
belonging to your directory, make sure that you can leave 
your facility open even without needing staff to monitor the 
entrance. This leads to more open hours and more revenue, 
without additional costs (more about ).

visitor management here. 



this use case here

Chapter three
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Another situation in which access is a revenue driver is the 
case of shared workspaces. Having multiple meeting rooms 
in your coworking facility can be a burden in some cases. It’s 
all space that owners are not monetizing on, and it takes away 
space for more desks and more customers. Installing a Kisi 
reader at the entrance of every meeting room and adding a 
paywall helps you  make you get the most out of your square 
footage. This means that members now have to pay a fee to 
use phone booths and meeting rooms, and this ultimately 
leads to more revenue without additional staffing or 
marketing efforts. We’ve written an article about this use case 

Modern systems allow for a higher degree of security. Not by 
adding additional barriers to how users access a facility, but 
by leveraging technology to offer a smooth access 
experience combined with higher control on the admin side.


 that ensures all 
users not only need access to the right credential (an 
authorized smartphone device) but also need to authenticate 
themselves (by unlocking the phone before being able to 
unlock the door).


that you can find here.



2FA is an example of an advanced feature

User Experience and Authentication



Chapter three
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Access control types

Continuing on



Legacy Access Control vs. Cloud-
based Access Control



We have mentioned, at the beginning of the article, that 
modern businesses want more and more from their access 
control system (and for a good reason). At Kisi, we pride 
ourselves on being creators and trying to keep up with the 
latest developments in technology. This is why we chose 
cloud as an infrastructure to work with, and that is why Kisi is 
greatly appreciated by customers (particularly the admins).



Not all access control systems are cloud-based, and, in this 
section, we will go through two main types of technology for 
access control systems (cloud-based vs. legacy) and briefly 
touch upon three models used by every access control 
provider: role-based access control, discretionary access 
control, and mandatory access control.



Legacy Access Control vs. Cloud-based Access Control

The access control market had been relatively stable for 
many years, with companies offering standardized products 
that relied on the same technology. This was before the cloud 
disrupted the industry, creating a duality of offerings: legacy 
on-premises solutions (which do not work with a cloud 
infrastructure) and cloud-based access control systems.



The clear difference between the two is legacy solutions have 
a big impact in terms of upfront costs and maintenance. As a 
matter of fact, legacy access control systems require a server 
for functioning, which implies having to hire a person for the 
server room maintenance, higher facility costs, and in 
general, slower innovation.


A cloud-based access control system, on the other hand, 
does not require space when installed and functions 
immediately after installation. The main pros are that cloud-
based systems allow for mobile usage and are constantly 
updated by the service provider. Kisi, which belongs in this 
category, launches multiple over-the-air updates every 
month. This means that your system will never be obsolete.



We’ve summarized the main differences between legacy and 
cloud-based access control systems in the table below.




If you want to learn more about the difference between 
legacy and cloud-based systems, feel free to contact us.


Chapter four

Legacy Access  
Control System

 Requires own server/server 
roo

 Higher maintenance costs and 
need for hiring a professional 
for doing this maintenanc

 Fewer integration
 Lower recurring costs but 

higher upfront costs









Kisi Cloud-based  
Access Control System

 Lower upfront cost
 Updates regularly by itself (it’s 

never obsolete
 No need for hiring staff + 

dedicated customer servic
 Integrates with multiple 

software/identity providers/
directorie

 Mobile app and credentials
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Access control software 
and hardware integrations

Access Control and Video 
Surveillance Integration



Directories and Identity Providers



Kisi, just like other access control systems, has an active 
integration with some video surveillance providers. Pairing 
access to your cameras can really be an upgrade for your 
security system and allow you to match access events from 
your access control dashboard with screenshots from the 
security cameras. Through this, you can always know who is 
accessing your door and get a picture of who/what is holding 
the door open. Having this system in place will let you expand 
your security ecosystem and ultimately make your facility a 
safer place. 



Read more about our 

Kisi has integrations with multiple directories and identity 
providers. The main benefit of this solution is for admins to 
save time on maintenance and to automate part of the 
onboarding and offboarding process, reducing the risk of 
human error. The principle is that new members that are 
added to or removed from your directory (could be stored 
with your SSO provider or your CRM) are automatically 
added/removed from the Kisi one when they sync. This keeps 
your office secure and up to date with no additional 
maintenance required from your admins.



video surveillance solution here.



CRM and membership management 
systems



Hardware compatibility



Particularly important for certain types of businesses, like 
coworking spaces, fitness facilities, or recreational clubs, 
integrating access control with an industry-specific 
membership management system puts access control in the 
background, as everything is seamlessly managed through 
the CRM. Such integrations allow, for instance, to 
automatically revoke access to non-paying users or 
differentiate access restrictions by membership tier.




Connecting your access control system to a fire alarm panel, 
an elevator board, or a temperature scanning device may be a 
requirement for a variety of businesses. Aside from the core 
features of a system, it is therefore important to also consider 
compatibility scenarios with the existing tech stack and 
existing setups in your building.




Different access control systems can be integrated with different software/
hardware solutions, and it might be difficult to cover all the different use cases. 
We can, however, talk about the main use cases for access control integrations 
and how they raise your facility’s security level.


Chapter five
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Guide to access control 
methodology
In our world of on-demand availability, access is extremely important and often 
assumed. While it’s easy to say, “I’d like to restrict and control access, that’s 
why I’m looking at access control,” the question should actually be, “How 
should we set up access control to least interfere with user behavior, yet 
provide the secure controls our business needs?” The answer is Kisi’s on-
demand access. It gets everyone through the door while maintaining control.




Chapter six
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Unkown stranger Known member Validated member Permited employee Managed member Auditable member



The Five Phases of Access Control Methodology


Chapter six

Authorization: Stranger to Member



Authentication: 

From Member to Validated



Authorization is the phase that turns strangers into members. 
The first step is to define a company policy which will 
determine what people can and cannot do. This should 
include who has access to which door(s) and whether 
members of the organization can share access.



The next step is role-based access control (RBAC), as 
explained in the previous section. By assigning roles to users, 
they get a certain set of assigned privileges. This comes in 
handy for administrators since they don’t have to individually 
update every user, should something change.



Most organizations use employee directories in tandem with 
RBAC since these lists include all authorized employees as 
well as their access levels.



Authentication goes one level deeper than authorization. In 
this phase, members present to a door reader whatever 
badge, token, or credential they were given upon being 
authorized. The reader will check its validation to determine 
whether or not it should unlock the electric lock on the door 
in question.




Access: 

From Validated Member to Access



Manage: From Access to Monitor



Now that the credentials have been authenticated, the 
access tools available at this stage make sure everyone gets 
in the right door, at the right time, faster and easier. 



Unlock: Upon validation, the presenter can unlock whatever 
she wants to access. This can happen by pushing a button, 
presenting an access card, fob, or badge that requests 
access. 



Trigger: Once the request to enter has been received by the 
access control system, the access is triggered, typically in the 
form of a door unlock. 



Infrastructure: If the door unlocks, multiple events are tracked 
at once: The user was correctly authenticated, the user 
triggered an unlock, the door opened and the door closed.



This phase helps the administrator meet several challenges, 
including adding new access points, onboarding and 
offboarding users, maintaining security, and troubleshooting 
problems.  Let’s examine some advantages.
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Chapter six

Manage from access  
to monitor


This phase helps the administrator meet several challenges, 
including adding new access points, onboarding and 
offboarding users, maintaining security, and troubleshooting 
problems.  Let’s examine some advantages.



Scale



Cloud-based access control systems can help startups and 
small businesses when they expand to new offices or 
additional offices by providing flexible and modular 
extensions of the existing setup.



Monitor



Online access control systems send real-time alerts to 
administrators or security should any irregularity or 
attempted breach take place at any access point, allowing 
them to investigate immediately and record the event.



Troubleshoot



Modern access control systems allow administrators to 
remotely configure permissions, or seek support from the 
vendor, should access points or users have issues—a huge 
advantage over locally-hosted systems.






Audit


Auditing physical access control is useful for all types of 
businesses. In addition, it helps certain sectors meet special 
requirements.



Scale



Businesses can perform regularly scheduled system reviews 
to make sure everything on the access control system is set 
up properly. It can also tell them if someone no longer 
employed by the company has been inadvertently left in the 
system



Suspicious Events



Since many access points are routinely tracked during any 
access event, auditing can prove useful to security officers 
when investigating unusual behavior. The data can be used to 
flag or highlight unusual access behavior or analyze it against 
historical data.



Compliance Reports



Companies that process sensitive data like patient healthcare 
information, banking financial reports, or credit card 
payments must deal with audit requirements in the access 
control space when filing compliance reports in accordance 
with HIPAA, SOC2, or PCI. Some special categories like 
cybersecurity or ISO certifications also require managed and 
auditable access control. The audit phase can pull up the 
proper data for these periodic reports
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What does an access 
control quote look like?

Chapter seven

Quote



Let’s say you have an office or building with two doors that 
are on opposite ends of the facility—like a front and back 
door.



The office is currently using regular keys to access the door. 
Management is looking to improve security and operations at 
this facility by implementing an access control system. 
They’re looking into access control systems because the 
company is growing and they’d like to have more control. 

After taking a closer look at the doors that are security 
sensitive, the IT room door comes to mind because there are 
many security-related devices and expensive equipment. The 
door leading from the hallway to the IT room should be 
secured, as well. 



A team member is typically tasked with researching different 
access control options and getting bids. The team member is 
researching a few local vendors who supply and install 
access control. Typically, they will stop by to take a look at 
your space and the doors, to give you an accurate quote for 
the access control system. Here is a sample of what a one-
door access control system quote might look.



The issue is that many installers pack a lot of information into 
the quote and don’t necessarily provide an itemized receipt. 
There are many ways to gauge the quality of vendors or 
installers and the quote is certainly one of them. 

Returning to our example: The integration vendor conducts 
the site survey and determines that, in this case, there are 
three card readers needed for the lock installation of two 
magnetic locks on the glass doors, and one electric strike for 
the IT room door. To control the locks, an access control 
panel is recommended by the installer—it connects the door 
locks to the Internet. 

Also included in the quote is the wiring, to connect everything 
and set up the system, and a license for maintenance and 
support that sometimes includes the hosting and a few 

QuoteAccess control

Description



Company fees are included for the first (12) months and are collected 
annualy in advance. Cancellation of company service requires 30-days 
minimum notice (after initial 12-months) Billing period begins on the 1st of 
each calendary month. 



Company fees for one (1) door  will renew at the (current) rate of $14 per 
month and are colelcted anually in advance.



Provide and install a 1-Door company Access Control System to allow 
access using Building-issued cards as well as the tenant-provided cards/
fobs or mobile devices. Complete turn-key solution is provided, including 
the electrik strike and replacement mechanical lockset on door.



Optional CompanyMobilePass - allows to unlocking of door using the 
Company Mobile App on the mobile devides (does NOT require a card/fob) 
This is an add-on feature that starts at $19 per month for 100 mobile 
passes. Mobile passes can be revoked and reissued at any time. Account 
comes standard with five (5) mobile passes that can be used for no 
additional cost.

Date

11/0/2021

Terms

NET 30

Total Materials

Total Labor

Subtotal

Tax

Total

1.856.28

1.468.20

 $3.325.56

 $175.55

 $3.500.00


Ship to Norway

Sales person: 
Jordan Smith

Invoice#

00000025952

Cust# 
0000283

Sample access control quote for companies, like Brivo or others, 
including a mobile access pass and cloud access control
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Chapter seven

accessories. Vendors sometimes include a trip charge or 
service call fee, as well. Since this example company wants to 
manage access remotely, a cloud-based physical access 
control system is recommended. This allows logging on to a 
web-based portal from any browser, given the correct 
credentials, to make changes to access rights and share or 
revoke access remotely.



Remember, the most important thing about a quote is that 
you get line items that explain what is being done and how 
much each task costs. If the access control installer lumps 
everything together in one sum, like the example above, they 
sometimes ballpark the numbers and don’t 



specify the brand of hardware they use. Hardware is another 
crucial indicator to understand the quality of a quote. 

It’s important to clarify if the quote includes a Certificate of 
Insurance (COI); you can ask your building management if 
you are required to have this for incoming vendors. This 
makes sure that possible damages by a vendor, up to a 
certain amount, are covered.
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How to set up your 
access control

Chapter eight

Setup


Once you’ve found the access control 
system you like, what happens next? 
How does the system get installed in 
your space? 



Typically installers take a few days, 
from confirmation of the order until 
the actual installation, because they 
need to order the parts required for 
the installation. Once you have an 
actual installation date, you’ll find that 
the installer will do the following:

 

1. Run the cables



2. Install the readers at the door



3. Setup and testing



4. Install the access control panel in 
your IT room



5. Install the locks



If you don’t run the cables you can’t connect anything, so it 
makes sense to start by running the Internet, power and 
signal cables first.



The reader just needs to be screwed on the wall and 
connected to power. Some readers, like the Kisi IP reader, 
need Internet connection and would have to be connected to 
the Internet for installation.



If there is a server to set up, it’s typically done after everything 
is installed—so the software can be configured and tested to 
see that all doors unlock correctly.



If you have two doors you’ll be able to use one access control 
panel, because most of them can handle multiple doors. The 
integrator might install a backup power supply, or other 
additional security hardware, depending on your building’s 
specifications.



Unless already in place, an integrator will either install a 
magnetic lock, electric strike, or electrified mortise lock. This 
might involve cutting into the door frame, which is why 
sometimes it makes sense to do this step first so the office 
workers are not annoyed in the middle of the day.
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Migrating and introducing 
the access control system

Chapter nine

Set up a door access schedule



Test the system with a few pilot 
candidates or coworkers



Set up the rules in your access control 
software and test if they work



When should certain doors unlock? Which types of access 
groups or individuals should be able to gain access? The 
door access schedule can become political: Are IT managers 
allowed to access all doors? What about executives? Are they 
allowed in the office 24/7? It’s a good exercise to discuss this 
with your security, facility, and management teams, since 
these are the rules that your strategy will be based on and it 
will determine what you actually want to control.



Try running through the process that you envision for every 
employee or visitor with a few, at first. Provision access for 
them, activate their access, hand over the access card, or 
share mobile access with them, then see if it works. If you roll 
out your process too quickly, you might have some smaller 
hiccups and the more people you involve, the faster the 
problem multiplies.



Now, under certain conditions, you want the user not to be 
able to unlock the door. Run through all possible scenarios. 
Many offices get broken into during vacation days. Some 
offices automatically unlock their doors during workdays. If 
the workday is a public holiday, burglars know they might just 
be able to walk in.





Announce the roll-out



Onboard your team



Send an email to everyone to announce the change in access 
control. People don’t like change—some might have an 
emotional bond to their physical key, so be ready for 
pushback and highlight why this makes your workplace safer 
and your company more secure



Once the system is tested, announced, and approved the fun 
part begins: The actual rollout. You can start provisioning 
access for your team. The most important part to consider is 
that some people will have issues or problems getting 
access, so make sure to roll out on a day that is not the most 
critical. Most people choose Fridays so that there’s time to 
troubleshoot.
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Conclusions

What to Look for When Choosing an Access 
Control System



There are several factors to take into consideration when comparing different 
providers. Below is an overview of some of the main questions you may want to 
look at, divided into three categories: compatibility, features, and maintenance. 



 
Compatibility



Features and maintenance



Compatibility is very important when choosing an access 
control system. Making sure that the system you want to 
purchase is compatible with your facility can save you a lot of 
time and money during the installation process. A highly 
compatible system, like the Kisi one, also makes it easier to 
maintain the facility and ensure a high level of security. Some 
compatibility-related questions may be

 Is it compatible with third-party hardware and free from lock-in
 Does it integrate with surveillance and other security systems
 How easy is it to use and configure
 Does it offer an open API?



Features are obviously the deal breaker when choosing any 
type of security system for your office. What can be more 
difficult, however, is understanding which features need to be 
prioritized in order to find a solution that not only covers your 
basic needs, but also saves you time in the long run.



We recommend that you choose a system based on cloud 
technology that gives you multiple unlocking options (not 
limited to only keycards or fobs). This saves you time, as you 
don’t have to issue a new keycard every time there is a new 
visitor or employee. It also reduces the number of 

security issues caused by employees forgetting or misusing 
keycards and fobs. 



Lastly, we would recommend choosing a company with solid 
customer service so you can quickly clear any doubts that 
might emerge during installation or everyday use of the 
system. Some other feature-related questions you should 
consider

 Is the hardware IP-based
 Is offline mode supported
 Is two-factor authentication (2FA) supported
 Is lockdown supported? If so, is it at door or place level, or 

both
 What communication channels does it run on (eg: Bluetooth, 

NFC, RFID, PoE, and others)
 Does it support multiple types of authentication input such 

as mobile apps, remote unlocks, cards, key fobs, and more
 Are all access methods offering end-to-end data encryption
 Is customer support included
 What access restrictions are available (e.g. time-based 

access, role-based access, level-based access, count-based 
access, and others)?
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Access Methods

Security and access management

Extend Kisi’s cloud-based security to elevator access.



Unlock doors in less than a second by tapping the phone against the Kisi reader.





Let users access your space by unlocking doors with our mobile app. 





Set your doors to be open during specific windows of time.



Set time restrictions to grant access to both visitors and regular users.



Allow non-Kisi users to access your space using a temporary link.



Add an additional layer of security by enabling 2FA on mobile unlocks.





Create different access groups to automate access sharing and enhance security.




Set different levels of management for your admins: per place, per group, or per door.







Set granular access permissions and leverage our access group functionality







Automate provisioning with Kisi’s directory integrations.





Easily filter and export access events for specific doors, users, or access groups.





See and filter access events by time, user, or access groups.



Unlimited Doors and Places, all from a single dashboard.



Use check-in and check-out functionalities to track ins and outs. Coming soon





Set alerts for when a door is held open or forced open.







Secure any door remotely by using Kisi’s lockdown feature.









Share access with anyone, anywhere thanks to our remote management features.









Validate entries and manage your space remotely 24/7.









Unlock doors even when your network is offline.









Review and validate door entries with automatic video snapshots. Requires cloud compatible camera









Developers can use Kisi’s open API documentation. https://api.kisi.io/docs).









Create different access teams to automate access sharing and enhance security across all your places.











Integrate door access with your SSO provider.











Seamlessly keep your user information up to date across all platforms.













Elevator Access





TapToUnlock





MobileAppUnlock





ScheduledUnlock









Time-Based Access









Visitor Link Access







2FA Mobile Access







Access groups management







Roles management







Access restriction



Automated provisioning











Event export











Event log









Global management









InAndOut tracking









Intrusion alerts











Lockdown











Remote access sharing











Remote management











Offline mode













Visual access audits

Open API













Access teams management*















SSO for cccess control*













SCIM for access provisioning*















Overview of  
Kisi’s features

*available on Organizations plan



Kisi is an ever evolving platform offering the most advanced 
features on the market. Thousands of businesses use Kisi 
every day to manage access to their facilities, provide a secure 
environment to their employees and visitors, and streamline 
workflows and operations.



Kisi security platform


As the highest-rated access control solution, Kisi has secured thousands of 
businesses across the world, from high-tech companies like Canva to U.S. Air 
Force facilities. Our advanced features are setting new industry standards and 
are built to provide an incredible access experience to both admins and end-
users.




 

45 Main Street,

11201 Brooklyn

USA



sales@getkisi.com

              getkisi.com

Connect people 
and spaces



Contact us

Contact our sales team



Give us a brief summary of your needs and we’ll 
get back to you within one business day

See how simple it is to use Kisi 
as a physical security platform

How it worksView pricing plans

We provide an easy-to-manage system to regulate security at home or at work, 
and that’s what you’re here to discover. The best access control systems 
combine top-notch software (including software infrastructure, like the Cloud 
and IoT) with the right hardware.

Flexible Pricing & Quotes



Get a tailored quote that fits your business location and needs with our flexible 
and custom rates. We also ship to anywhere in the world and install with 
remarkable speed.

View pricing plans

45 Main Street,

11201 Brooklyn

USA



sales@getkisi.com

              getkisi.com

https://www.getkisi.com/contact-us
https://www.getkisi.com/how-it-works
https://www.getkisi.com/pricing

