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Introduction

Maximizing property value and ensuring it is well-maintained 
and attractive to tenants is the core goal of commercial 
real estate management. Yet, maintaining the property in 
a manner that provides a safe and secure environment for 
tenants and their visitors is often the prerequisite. Minimizing 
security incidents is critical for operational success 
and assures you’ll have more time to focus on revenue-
generating activities.

Today’s commercial buildings witness a constant flow of 
people, information, and data. So often, the legacy access 
systems don’t meet the current standards for protection or 
don’t assist the landlords in generating more revenue.

This checklist is suitable for every building owner or property 
manager and will guide you in improving your security 
practices, regardless if you have a physical security system 
in place. If your current system is lacking, use the checklist to 
identify areas needing protection.  

If you have a highly-performing system, run through the 
checklist to ensure you are covering all bases and making 
the most out of your system.

Frequency

Don’t wait for a breach to focus on evaluating your building’s 
safety. Use this checklist to assess your current building’s 
physical security and identify areas that need improvement. 
Enhance your building’s security by uncovering weak points 
in your current system and identifying the right technology to 
better protect your space. 

Go through this checklist at least once a year. The frequency 
varies based on the location, size, and the commercial 
building’s function. For instance, larger establishments with 
multiple tenants tend to run more frequent audits.

To be on the safe side, dedicate a recurring time in your 
calendar that will serve as a reminder. Checking our website 
before conducting the checklist will ensure you have the 
most recent version. We also encourage you to undertake 
other smaller inspections monthly or even weekly to help you 
uncover smaller faults before they become security risks.
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Key vulnerabilities

To make the checklist more useful, let’s explore some of the 
key vulnerabilities commercial real estate buildings face. 
This also helps identify potential risks, customize security 
measures, save costs, comply with regulations, and reduce 
liability in the event of a security breach.

•	 Open public access 
Many commercial buildings include public spaces, like 
retail stores or cafes, available during working and after 
hours. Having an advanced access system to screen 
guests before they enter while allowing ease of access 
and openness is vital. 

•	 Design without security in mind 
Many older buildings didn’t put much emphasis on 
security when designed. For instance, some include 
large areas of glass that are not shatter or blast-resistant 
or have doors and windows that are not tamper-resistant. 
Some don’t include perimeter buffer zones, explosive 
countermeasures, or stand-off barriers. 

•	 Opportunities to place explosives or hazardous agents 
Commercial buildings offer many locations where 
wrongdoers can leave an explosives package or 
hazardous agents without being immediately noticed. 
Unsecured areas with public access, like building 
occupant areas, public bathrooms, or mailboxes, face 
the biggest risk.

•	 Multi-use facilities 
Commercial buildings integrated with other facilities, like 
mass transit, hotels, and convention centers, increase 
security risks due to their site- and situation-specific 
vulnerabilities.

•	 Tenants with higher risk profile 
Some special-use tenants, like government or banking, 
are more attractive to criminals, posing bigger security 
risks, necessitating advanced access control. 

•	 Third-party access to nonpublic areas 
Many people other than building employees, like 
suppliers, vendors, and maintenance workers, are given 
access to secured area facilities. These individuals may 
not be screened in some buildings, have access to the 
building outside of working hours, or have not returned 
their access credentials.

•	 Vehicular and parking control 
Commercial building owners often have no control over 
their buildings' sidewalks and street access. Unregulated 
traffic and pedestrian movement increase security 
concerns around and within the building perimeter. 
Unregulated access for tenants and visitors to the 
parking lot poses additional vulnerabilities. 
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•	 Unprotected building systems 
Heating, ventilating, and air conditioning (HVAC) 
systems or utility services (like electric power, natural 
gas, and telecommunications) often are not controlled 
or monitored for intrusion. Regardless of their security 
purpose, legacy, on-premise access systems can also 
pose a threat. A weakness in an unmaintained system 
can result in unauthorized physical access to facilities 
and assets. 

•	 Limited security staff and employee background checks 
The small security staff necessitates building owners 
to rely mostly on access systems and local law 
enforcement. An advanced access system can also 
enhance building security when building tenants 
conduct minimal or no background checks when hiring 
staff. Cloud-based access systems like Kisi offer event 
and audit trials that help catch the culprit or ensure 
compliance.
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Environmental components

The building’s location and terrain provide security 
or reduce the means of attack and unauthorized 
access.

There is a visible distinction between the 
building’s property and public property.

Landscaping and external aesthetics, like trash 
cans and mailboxes, do not provide hiding places 
or means of access to other secluded access 
points.

Trash receptacles are placed far away from the 
building and secured to prevent the hiding of 
explosives or other hazardous materials.

Buildings and other assets on the site perimeter 
that are more open to attempts at unauthorized 
entry are secured.

​​There is a perimeter buffer zone or stand-off 
barriers. If possible, the property has perimeter 
fencing or walls on all sides of proper height and 
interior fencing where appropriate.

Exterior HVAC intakes are high above the ground 
or protected by physical barriers.

All public, communal, and external areas are 
regularly maintained, and you instantly refurbish 
any damage.
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Physical barriers 
and access points

All gates are secure and operate properly.

Gates protect the entry to the building, so vehicular 
traffic is restricted to permission based access only 
(where applicable).

Bollards are in place to prevent damage to buildings 
and access points by vehicles.

Large panes of glass installed on the building exterior 
are reinforced with a security film to prevent forced 
entry.

All secured doors operate properly and close on their 
own.

Doors, partitions, and framing are made of metal or are 
reinforced.

Door hinges are installed from the inside or have 
non-removable pins.

Locks and locking equipment operate properly.

All electromagnetic locks comply with code 
requirements.

Turnstiles operate properly and require credentials to 
go through.

All windows that can be opened are locked.
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Lighting

Functioning internal and external lighting in all required 
areas (e.g., entrances and exits, the building perimeter, 
and parking areas).

The exterior lights are mounted high and have  
break-resistant lenses or mesh covers.

Adequate lighting allows guards, employees, and 
others to see possible concealment and access 
places.

Lighting is regularly inspected and maintained.

Back-up lighting is available in the case of a power 
failure. 

Integrated lighting and access control system to 
improve efficiency and sustainability by automatically 
adjusting based on occupancy, users, and business. 
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Access control

Your access system is cloud-based for more efficient 
access management and integrated with SCIM to 
keep tenant information up to date and decrease risks 
like lost and forgotten physical credentials, like visitor 
cards or fobs.

If using physical keys: Written procedures control the 
issuance of keys, the process of key recovery, and 
necessary lock changes when tenants or their staff 
who have them change positions within or leave the 
company.

Your access control system allows two-factor 
authentication (2FA).

You monitor all external access points using manned 
positions or technology.

Tenants, employees, occupants, and contractors 
entering and exiting the facility go through a secured 
access point.

Door readers are installed at all places you want to limit 
who has access.

The access control system is extended to elevators for 
improved floor security.

The access control system is reliable and can easily 
support the constant flow of people during the busiest 
hours.

Clear signage defines the access requirements to 
interior areas with restricted access.

If using physical credentials: A clear policy on the use 
of access cards and fobs guides your tenants as to 
what they can and cannot do with their credentials to 
help deter unauthorized card or fob sharing.

If using keypad readers: PIN codes are regularly 
changed, and the keypads require 2FA.
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The cameras are monitored 24 hours a day, or you 
have a Video Management System (VMS) that alerts 
you of important events.

Cameras adequately cover the building and property 
perimeter, monitoring the entrances, exits, stairwells, 
and other access points.

Relevant personnel conducts periodic reviews of the 
camera footage and documents any corrective actions 
taken in writing.

Camera footage of all key access events is maintained 
for sufficient time to allow for investigations.

Your VMS and access control systems are integrated 
for enhanced visibility and efficiency.

All secured access points are equipped with access 
readers or sensors that detect forced entry.

All alarms are functioning properly and are tested 
regularly.

Surveillance and 
intrusion detection
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An experienced, supervisory-level employee of the 
building manager’s organization is designated to lead 
all security-related building activities.

There are periodic review meetings on security and 
control procedures.

Security documentation is updated promptly when 
procedures or equipment are changed or newly 
implemented.

Procedures are in place for a prompt internal 
investigation of any security-related incident.

There are documented policies for the use, 
maintenance, protection, and regular inspections of 
security technology (e.g., locks, lights, access control, 
and CCTV).

The security is implemented in multiple layers to delay 
penetration to the areas that need the most protection.

Tenants are aware of security restrictions and 
processes.

All integrated technologies function properly 
(e.g., access control, VMS, and SSO).

The person responsible for your building’s physical 
security understands both the technology and the 
legal aspects, and has a modern perspective on 
security to grasp all the risks and potentials.

You’ve formed an interdisciplinary stakeholder group 
comprising the building’s various tenant managers to 
consult with the chief security officer.

The interdisciplinary stakeholder group, local law 
enforcement, and emergency management are 
involved in all levels of security planning.

Outside vendor organizations vital to response and 
recovery operations are identified and encouraged 
to develop and share their business continuity plans 
about their company and response to your building.

Documented procedures for reviewing the general 
security program are in place.

A regular self-assessment of security practices, 
procedures, and policies according to risk is 
conducted.

The security risk assessment is reviewed at least 
annually and updated if necessary.

Physical security operations
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There are documented procedures defining access 
control for different employees, occupants, tenants, 
contractors, and visitors.

Mechanisms are in place to ensure that the access 
credential belongs to the bearer.

You use door schedules to automate your security 
(e.g., tenants and employees are only allowed access 
during their shifts).

Visitors, like family members, vendors, and contractors, 
only have access to the places they need during the 
time they’re visiting.

Temporary passes are difficult to lose, forget, duplicate, 
or forge.

Violations of access events (like tailgating) are 
analyzed.

An audit trail with a highly granular level of detail is 
available to trace security-related events back to their 
source.

Your access control software is regularly updated to 
reduce security risks and cyberattack vulnerability.

You onboard tenants and train admins on using the 
access control system.

New tenants and employees are quickly onboarded 
and have access only to the necessary places from 
day one.

You are able to remotely manage access and unlock 
doors to all secured locations. 

Different permission levels are set for different users, 
groups, and locations.

The access privileges are based on the principle of 
least privilege.

Past tenants or staff don’t have keys or valid access 
credentials to the facility. 

Past tenants or staff are promptly removed from having 
access to the facility.

Access points can be audited to identify who 
accessed those areas.

Access control operations
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The security policies and procedures are effectively 
communicated with all tenants and staff so they can 
adhere accordingly.

The tenants and staff are comfortable with the current 
security level.

Admins get instant alerts on their mobile phones when 
violations occur (e.g., when a door is forced or propped 
open) so they can take immediate action.

You conduct a security awareness program for 
tenants, employees, occupants, and contractors.

Neighboring buildings are included in training 
exercises to extend knowledge and outreach in case 
of an emergency.

Tenants understand why they need the various 
security measures, are encouraged to learn their 
security obligations, and are familiar with the 
resources available to help with security concerns.

New tenants are provided with security training based 
on their needs.

Tenants are trained on how to recognize and report 
suspicious situations.

Tenants have the proper training and equipment to 
notify appropriate security personnel when they detect 
an intruder.

Refresher training is conducted regularly or after 
incidents to ensure tenants are current on all updated 
security policies and procedures.

The documented list of prohibited materials is 
effectively communicated with tenants and visitors.

Communication, training, 
and alerts
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You have a way to identify potential natural disasters 
that can affect your building, like earthquakes or 
flooding your area is prone to.

You invoke a series of contingency steps if you receive 
a natural disaster advisory.

All doors can be locked and unlocked on command 
remotely to effectively respond to emergencies.

You can put only specific doors on lockdown to 
contain an attack, intruder, or accident.

The emergency action plan formally documents 
and identifies potential emergency conditions at 
your building and specifies actions to be followed to 
minimize loss of life and property damage.

A plan is in place for responding to each type of 
disaster, including emergency evacuation procedures, 
emergency communications protocols, and 
emergency supplies.

The building has adequate utility service capacity to 
meet everyday and emergency needs.

All critical security technology systems are connected 
to alternate power sources to ensure security in the 
event of power loss.

The smoke and fire detection systems are set up 
properly and regularly tested.

Integrated access control and capacity management 
adhere to fire codes.

Tenants and staff are trained for emergency egress.

Exits and evacuation routes are clearly marked.

The access system allows for positive identification of 
who is in the building in case of an emergency.

Emergency response 
readiness
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Have you ticked all the boxes?

The many people entering and exiting your spaces make 
securing your building and tenants critical and even more 
challenging.

Ticking all the boxes means that people with ill intent won’t 
be able to access important building areas, like interior 
offices, loading docks, maintenance areas, and material 
storage rooms.

Be proactive and prepare for uncontrollable threats like 
natural disasters and extreme weather. Get a step further 
and deploy a cloud-based access control solution to provide 
a safe environment for tenants and visitors while maximizing 
the property’s value and ensuring it’s more attractive to 
tenants.
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Kisi, a reliable all-in-one solution 
for commercial buildings

Deploy the complete Kisi solution that 
scales with your portfolio or upgrade 
your existing access control system.

Enhance the security of your buildings and minimize security 
risks by introducing Kisi’s sleek hardware and user-friendly 
software. Modernizing your security management enables 
you to easily manage access, monitor security, and gives 
tenants a seamless access experience, allowing you to  
maximize revenue per square foot.

Grant autonomy to multi-tenant buildings while maintaining 
control and managing different access levels with ease. Get 
capacity insights so you can better optimize space utilization. 
Save time and resources by sending temporary access links 
that act as visitor passes to visitors, suppliers, or delivery. 
Stay compliant by utilizing thorough audit trails and real-time 
capacity insights.

Prevent insider threats and keep user information up to 
date across all platforms by connecting Kisi with SCIM. 
Streamline operations by integrating door access with your 
SSO provider.

Contact our sales team

Give us a brief summary of your needs 
and we’ll get back to you within one 
business day
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